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E-BUSINESS AND THE ACCOUNTANT:
RISK MANAGEMENT FOR ACCOUNTING SYSTEMS
IN AN EBUSNESS ENVIRONMENT

Preface

TheInternet has affected all aspects of the businessworld. Even enterprisesnot directly conducting e-
business are continually influenced by information and communi cation opportunitiesavailablethrough
the Internet. The speed and convenience of the new technol ogies have not only provided unique new
business opportunities, but also certain inherent risks. Our growing dependence on information
technology and the continuing expansion of Internet use have brought those underlying risksto the
forefront.

From amanagerial perspective, recognition of the risksrelated to e-businessiscrucial. In particular,
those responsiblefor the health of any organization must consider t heimpact of potentia IT faillureson
the basic processes of the business, including accounting and financial reporting.

Thelnformation Technology Committee of the I nternational Federation of Accountants has produced
thisdocument to highlight some of t he risk management implications of e-business. Because this new
environment touches all businesses, thistopicisrelevant to financial managers, chief executivesand all
othersinvolved in promoting and maintaining the viability of any enterprise.

IFAC's Information Technology Committee would like to thank the IDW Fachausschuss fir
Informationstechnologie [IDW Technical Committee for Information Technology] (FAIT) and, in
particular, itschair, Klaus Heese, itstechnical advisor, Horst Kreisel and Wolfgang Béhm of the IDW.
Furthermore, it would like to thank the IFAC IT Committee' s chair, Everett C. Johnson Jr., and the
members of its E-Businessworking party: Aidan Collins, John M. Court, KlausHeese, Horst Kreisel and
Robert G. Parker.
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1. I ntroduction

This document presents certain risk management aspects of e-business relevant to accounting and
financial reporting from amanagerial perspective. Although it includesashort description of the major
risks and opportunities associated with e-business, it focuses particul arly onthe management of I T risks
in relation to accounting information. Furthermore, this document envisages a useful framework of
concepts with which accountants and others can analyze e-business from an accounting pant of view.
Based on thisframework of concepts, the document provides guidanceto accountantson principlesand
criteria for accounting systems in an e-business environment.

E-business affects all enterprises— including those not actively pursuing e-busness— becausevirtudly
all customers, competitorsand suppliersarelikely to beinvolved in e-businessin someway, and their
involvement will have animpact on the marketplace, both locally and globally. E-businesswill generate
new opportunities and risks. There will be new opportunities in terms of suppliers, customers,

geographic reach, electronic marketing and vertical marketplace growth through alliances. Theriskswill

arise in relation to technology, software, customer base, customer and transaction authentication,
electronic and digital signatures, electronic documentslaw, product approval and product liability, and
personal information privacy, etc.

E-business significantly changes the way business is conducted. In particular, e-business requires
changes in organizational structures, business partnerships and alliances, delivery mechanisms and
methods, and the | egislation and regul ations under which businesses operate. E-busnessasointroduces
new risksthat enterprises may need to addressby implementing atechnol ogy infrastructure and controls
to mitigate thoserisks. Furthermore, e-businessalterstherolesand responsibilities of employeesand
different level sof management, therefore affecting personnel requirements. Moreover, e-busness affects
not only business conduct, but also the character of businessitself.

Thesefundamental changeswill also have asignificant impact on accounting systems, changing business
processes and the evidence avail able to support business transactionswhich, inturn, will leed to changes
in the accounting records maintained and accounting procedures followed. Consequently, accountants
and auditorswill face new challenges and may need to apply new techniques, such asthe devel opment of
accounting systems based on business processes, to ensurethat transactions are appropriately recorded,
arein compliancewith local and international legidlation and regul ations, and meet current and evolving
accounting standards and guidance.

2. E-Business Risks and Opportunities

21. E-Business Opportunities

E-businessthrough the Internet offers significant opportunities. Because these opportunitiesaresimilarly
availableto the competition, they also represent concomitant risks. Examples of such opportunities (and
concomitant risks) include:

» Competition: Through the creation of awebsite, a business can compete locally in traditional
industries, aswell asregionally, nationally and globally. The Internet permitsan entity to effectively
target niche markets or areas of specialty and to service broad marketsin a cost-effective manner.
The Internet also permits both economies of scal e (to become ahigh-volumeglobal supplier with
low costs) and economies of scope (through  product  specialization).
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Even businessesthat decide not to actively participatein e-businesswill still be affected, because
customers may embrace e-businessand seek new sources of supply through the Internet, or suppliers
may demand e-business capabilities and deal only with e-enabled enterprises.

* Marketing: With the exception of certain national and international retailers and suppliers,
traditional marketing has been concentrated locally or regionally. And, until recently, marketing
efforts have been focused on traditional media, such as television and newspapers for consumer
products and trade magazines or tradeshowsfor industrial products. Through the Internet, marketing
can be targeted to selected customers based on customer registration information, past purchase
history or other criteria

Through the Internet, e-business can offer new and innovative marketing alternatives, such as:
[0 Streaming video to demonstrate products or services;

[0 Detailed catalogues and user manualsto identify products, subcomponents and parts—suchas
pictures, p art numbers and prices— to alleviate tediousmanual searchesfor specificitems; and

0 Cross-selling of products and services— e.g., when atap ispurchased through the Internet, the
provision of detailed installation instructions and alist of other products required (washers,
Teflon tape, valve sealing and tools, such as pipe wrenches, etc.).

» Cost Reduction: E-businessfacilitatesimplementation of new business models, including supply
chains, service and support arrangements and the creation of cost-effectivealliances. It also offers
profit-enhancing changes through cost reduction, such as:

[0 Virtual warehousing. On receipt of a customer order, the vendor orders the goods from the
manufacturer and has them shipped directly to the customer. The vendor can carry less or no
inventory and, thereby, reduce warehouse, insurance and financing costs for inventory while
being able to offer a greater selection of products.

[0 Vertical integration. On receipt of an order, by means of website connections, the vendor
automatically arranges shipping, delivery, installation and after-sales service through an
expanded geographically based network of alliance partners. All members of the alliance bendfit
from membership and all participate in the “ one-stop-shopping” convenience of thealliance
partner integration available through the web.

[0 Electronic delivery of goods and services. Certain goods, such asgreeting cards, music, textual
materials, architectural drawings and computer software may be delivered electronically to
customersglobally, which reduces delivery and insurance costs and i ncreases the timeliness of
delivery.

[0 Automated order processing. Customers and suppliers can execute electronic transactions
efficiently based on Internet standards similar to the EDI standards and even access or update
each other’ sdatafilesto allow inquiries on the status of orders, including linkswith shippersand
customs brokers, etc.

Classic business approaches generally do not fit well with the new e-businessmodelsdescribedinthe
third section of thispaper. These new modelsareincreasingly centered on the customer or consumer. For
example, many customers now expect goods and servicesto be delivered 24 hoursaday from anywhere
intheworld. The ability to meet customers, discusstheir needswith them, demonstrate products and
perform other activitiesthat traditional businessesuseto differentiatetheir servicesmay nolonger be
available to the same degree.

2
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2.2. E-BusinessI|T Risks

Since ebusiness invariably involves the use of the Internet through IT, the most important risks
associated with e-businessare I T risks. It should be recognized, however, that I T risksareinextricably
related to the risks associated with the opportunities mentioned. The following IT risks can be
distinguished: IT infrastructure, IT application and I T business process risks.

IT infrastructurerisksrelate to the adequacy of the I T infrastructure for information processing. For
example, hardware may be susceptibleto malfunction. IT infrastructurerisksareaddressed by asecurity
concept geared to the needs of the entity and by technical and organizational controls defined on this
basis. Typical IT infrastructure risks include:

» Inappropriate physical security measuresthat do not prevent theft, unauthorized accessor improper
disclosure of information;

* Vulnerability to overheating, water, fire and other physical risks;

* Inadequate or improper emergency plans and procedures;

* Absence of adequate back-up procedures;

* Inadequate configuration and monitoring of firewalls against intrusion attempts; and
* Inadequate encryption.

I'T application risks result from:

* Bugsanderrorsin IT applications;

* Uncoordinated or undocumented program changes,

» Inadequately designed input, processing and output controlsin IT applications; or

» Inadequate proceduresto ensure software security in connection with the security infrastructure
(inadequate access authorization concepts and data back-up and restart procedures).

I'T business processrisks arise where analyses of security and information processing do not extendto
entire business processes, but merely to some partsof them. Such risksmay arisefrom: lack of dataflow
transparency, inadequate i ntegration of systemsor deficient reconciliation and control proceduresin
interfaces between subprocesses arising from the exchange of data between two subsystems within
business processes. Inthissituation, thereisarisk that I T controls, such asaccessrightsor databack-up
procedures, will be effective only for the subprocesses, but not for the aggregated processes.

Typical IT business process risks in an e-business environment include:

» Transaction data are not transmitted efficiently, completely or accurately from the e-business
subsystem to the accounting application;

» Safeguards protect only acertain subsystem from unauthorized or unapproved transactions and,
thereby, allow transaction datato be modified by one of the downstream I T subsystems;

* Improper or inadequate access control mechanisms may makeit difficult or impossbleto effectively
manage access controlsfor all 1T subsystems integrated into the e-business process,

» Accessprotectionthat respondstoasinglel T application integrated into the business process could
be bypassed deliberately by manipulating the upstream or downstream I T subsystems;
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» Back-up measuresare effectivefor only the e-business subsystem and, hence, for the subprocess, but
not for the entire I T business process; and

» Thedesign and implementation of interfaces between the e-business subsystemand downsream|IT
subsystems may not be appropriate.

2.3. E-BusinessLegal Risks

Management isresponsible for ensuring that e-business operations are conducted in compliance with
applicable laws and regulations. Enterprises should be aware that, despitethebest effortsof internationa
rule-making bodies, applicablelaws and regulationswill vary across national boundaries. Nevertheless,
enterprises operating in global markets are often not up to date on legal issues and governmental

oversight in multiplejurisdictions. Without understanding the regulations and the law applied in different
jurisdictions, enterprises may be subject to finesand adverse judgments and may incur other costs, such
aslegal fees, to defend themselves should they inadvertently breach such laws. Some of the relevant
legal issuesinclude:

» Protection of intellectual property, including patent, copyright and trademark laws;
» Enforceability of contracts with Internet service providers; and

» Ownership of software by a software vendor or the right of a software vendor to sell software
licenses.

Commercial legal risksalso arisein connection with contract |aw and the purchase and sale of goods and
services through the Internet across national boundaries. In particular, there may be problemsin
determining the appropriate jurisdiction for legal actions with respect to cross-border Internet
transactions. Furthermore, where the applicable jurisdiction for the transaction is unclear, the
requirements for entering into a contract may also be unclear, for these may vary in certain respects
among jurisdictions. Therefore, in some situations, the question may arise asto whether thereisalegally
binding contract.

Inaddition, it should be noted that certain commercial activitiesthat are not regulatedinonejurisdiction
might be regulated in another. Management is responsible for ensuring that regulated activities are
performed in compliance with the laws in jurisdictions where those activities are conducted.

Furthermore, risks in relation to tax law compliance may also arise from e-business activities. In
particular, it isoften unclear in which jurisdiction taxesfor cross-border transactionsare payable(i.e.,
income or corporate tax and sales tax). A related issue is the documentation requirements for order
processing and invoices to comply with tax legislation.
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Management is al so responsiblefor ensuring the privacy of personal information obtained aspart of the
enterprise’ s e-business activities. To help ensure privacy of personal information, management can
establish controls to limit the risk of breaches of web security.

Evolution of E-Business

Application q
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production
sCoordination with suppliers and

*Online sales customers

hHurchases
. *Acceptance of rights
sInformation on demand . .
and obligations

*Online enquiries:, e.g.,
«Public relations stock availability enquiries
*Product informationen

E-Cummunicatiun

Maturity /Experience

3. E-Business Systems and the Use of E-Business Systems in Enterprises

The use of the term e-commer ce has already been superseded by the terme-busness E-commercecanbe
described as the procurement and distribution of goods and services over the Internet using digital

technology. The more encompassing term e-business can be defined asincluding al activitiescarried on
by a business via the Internet. This definition for e-business extends beyond the definition of e

commerce by encompassing adigital approach to the whole enterprise, including other partsof the T
system and other non-transactional activities, such asrecruiting employeesviathe I nternet. Becausethe
mere definition of e-business does not fully convey the complexity of e-businessredity, it may beuseful

to explain e-business in terms of the phases of an evolutionary process.

The first evolutionary phase in the development of e-business isthe utilization of the Internet for
information purposes. Websites used for browsing — like a shop window — might contain acatalogue
(or partsof acatalogue). Information isconveyed in only one direction, which meansthat the Internet
user can read thedataonly on thewebsite, but cannot interact with the site other thanto movefrom page

to page.

The next phase enables the user to interact with the website. Customers can use a search engine to
navigate, check the availability of goods or servicesor use other onlineinformation services, including
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information on demand. In this phase, information is exchanged in both directions, since the website
both captures and displays data.

An application reaches the e-commerce phase where awebsite’ sfunctionsallow the procurement of
goodsand servicesthat lead to the conclusion of financia transactions. Customersplace ordersfor goods
and services and pay by credit card.

The next phase of the evolutionary processisthe completeintegration of the e-busnesssysemwithinan
enterprise’ sbusiness processes. The I nternet -based purchase of goodsand servicesleadsto interactions
with other partsof theenterprise’sIT system. For example, apurchase order initiated by the e-busness
system may automatically p rompt the movement of goodsfrom the warehouse system to the delivery
department and lead to data being recorded in the management information system, including the
accounting system, and to transactionswith suppliers. Hence, the e-businesssysembecomesaninteyd
part of theenterprise’ sIT system. Thisisparticularly true where sales are made globally and support is
required in various geographical locations.

Such integration can be expanded to include direct linksto shippers, installers and other related service
providerswith which the busi ness has established contractual relations, and involves processintegration
with selected customersand suppliersto design and deliver products. This subsequent phase has been
termed “collaborative-business’ (c-business), but conceptually isstill apart of the integration phase.
Another advance is mobile business (m-business), which may involve additional strategic opportunities
and the concomitant control and security issues because of the wireless elements.

Business models such asB2C and B2B have been widely referred to in the business media. Several new
models have emerged; a summary of the current modelsis:

Government Business Consumer Employee
Government G2G G2B G2C G2E
Business B2G B2B B2C B2E
Consumer C2G C2B Cc2C X

The key models can be described as follows:

* B2C (Businessto Consumer)— typically aretailer selling directly to the consumer; at present, thisis
the sector that has shown the fastest growth (lately B2B has shown the most growth potettid —the
B2C growth rate now appears to be decelerating).

* B2B (Business to Business) — typically abusiness selling up, down or acrossthe supply chain,
involving business partners or business consortia.

* B2E (Businessto Employee)— typically a system enablingintercompany (intragroup) e-mallsover
the Internet to be directed to the correct department.

Examples for two of the other models would be:

» B2G — Electronic submission of corporate tax returns.

» C2G — Electronic submission of individual income tax returns.

E-businessrequiresmodern I T, which in turn necessitates an integrated consderation of theorganization
of business processesand I T implemented for this purpose. Hence, it isuseful to analyze and describe
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the I T system from the perspective of the business processesusing I T (I T business processes). AnIT
system includes the following basic elements:

* IT business processes;
e |IT applications; and
* IT infrastructure.

ThelT control system controls how these elements operate together to achieve their objectiveswhile
reducing risk to atolerable level.

AnIT control systemispart of theinternal control system, which encompassestheinterna management
system and the internal monitoring system. The internal management system consists of policiesand
proceduresfor directing the enterprise’ sactivities. Theinternal monitoring system monitors compliance
with these policies and procedures.

AnIT control system encompasses the principles, measures (arrangements) and procedures used to
managetherisksresulting fromtheuseof IT (1T risks). Hence, thel T control systemincludespoliciesto
manage the use of IT in the enterprise (internal 1T management system) and policies to monitor
compliance with these policies (internal IT monitoring sy stem).

I'T controlsform part of theinternal I'T monitoring system. Aninternal monit oringsysemindudesboth
process-integrated and process-independent monitoring controls. Process-integrated controlsaredirectly
integrated into the design of particular business processes. An example of aprocess-integrated control
would be an access control. Inaddition, IT controlsinclude general controlsthat areindependent of IT
applications and that have an impact ontheentire I T system (e.g., software devel opment controlsor
change management controls). Process-independent controlswould includeinternal audit and high-levd
controls.
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Thel T organization definesthe responsibilities and competencies connected withtheuseof IT inan
enterprise. On the one hand, it comprises arrangements for the development, implementation and
modification of IT applications and, on the other hand, arrangements for managing the use of IT
applications. IT applications can be used to manage an enterprise’ s business processes.

ThelT environment is shaped by management’ sand employees’ basic attitudes, problem avarenessand
behavior with regard to the use of IT.

For the purposes of this document, I T-aided business processes are defined as operationally or
technically related activities of an enterprise in which IT is used. A feature of IT-based business
processes that is relevant to accounting is the automatic transmission of information and data on
operating activities (e.g., I T -aided warehouse management) directly into the accounting systemthrough
the use of integrated sof tware solutions.

I'T applicationsinclude both internally devel oped software and software purchased from third parties
(customized or standard software) used in | T-aided businessprocesses. I T applications software canbe
used either independently, when connected via interfaces, or in an integrated I T system.

ThelT infrastructurereflectsall of thetechnical resources necessary for the operation of thel T system.
Thesetechnical resources consist of the fixtures andfittingsof acomputer center or computer room, the
hardware, the oper ating system software, the communication installations required for internal and
external networks and technical solutions for the operation and support of IT.
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4. E-Business Accounting Principles and Criteria

Management is responsible for the attainment of the enterprise’ s objectives in accordance with the
businessstrategy it hasdefined. If an e-business system isused for this purpose, it isimportant that
management makes appropriate arrangements to manage the ensuing risks. An enterprise’ s e-busness
strategy asanintegral part of thel T strategy ordinarily includes consideration of all aspects of business
risks, including IT risks.

Consequently, management assesses I T risks with respect to information reliability. Information
reliability dependson IT system reliability and IT sy stem reliability dependson IT controls.

It isimportant that management implements| T control sthat operate effectively to help ensurethat an I T
system performsreliably. Information generated by an I T system will bereliable wherethat systemis
capable of operating without material error, fault or failure during aspecified period. Thisalso appliesto
accounting information. The following principles may be used to eval uate whether processed accounting
information is reliable:

» Principlesfor accounting information security; and

» Principles for appropriate accounting information processing.

4.1. Principlesfor Reliable Accounting Information

4.1.1. Principlesfor accounting information security

A prerequisite for reliable information in an enterprise’ s books and records and, hence, the financial
statementsis secure accounting dataand information. For the purposesof thisdocument, dataaredefined
as the basis for information. Since data are processed using I T applications and the underlying IT
infrastructure when obtaining accounting information, 1T applications and the underlying IT
infrastructure are al so aspects relevant to accounting information security.

Management is responsible for meeting the prerequisitesfor accounting i nfformation security. To this
end, itisnecessary to devel op, implement and maintain an appropriate security concept to ensurethe
required degree of information security.

A security concept comprises management’ sassessment of the security risksresulting fromtheuseof I'T
and, derived from this, the technol ogical and organizational measures needed to hel p ensure an adequate
platformfor I T applicationsand the appropriateand secure execution of | T -aided businessprocesses.

IT systems are more likely to yield reliable accounting information when they meet the following
security requirements.

* Integrity. Thisrequirementisfulfilled for an I T system when dataand informationarecompleteand
accurate, systemsare compl ete and appropriate and all of these are protected agai nst unauthorized
modification and manipulation. Appropriate testing and release procedures are typical means by
which theintegrity of data, informationand systemscan be ensured. Technical measuresto achieve
this include firewalls and virus scanners. The reliability of IT-aided accounting processes is
improved when the I T infrastructure and the data, information and I T applicationsare used in a
specified configuration and only authorized modifications are permitted.
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» Availability. Under thisrequirement, the enterprise ensuresthe constant availability of the hardware,
software, dataand information to maintai n business operations and that the hardware, software, deta,
information and the requisite I T organization can be made operable within areasonabl e period of
time(e.q., after anemergency interruption). Itisimportant, therefore, to establish appropriate back-
up procedures for emergencies. In addition, the ability to convert digitally maintained books and
records into human-readable format within a reasonable period of timeis essential.

» Confidentiality. Thisrequirement meansthat data obtained from third parties not be transmitted or
disclosed without authorization. Organizational and technical measures, such as encryption
technologies, include instructions to restrict the transmission of personal data to third parties,
transmit encrypted datato authorized third parties, identify and verify the r ecipient of dataandto
delete stored personal data after a certain length of time.

» Authenticity. Thisrequirement relatesto the traceability of abusinesstransaction to theindividual
who initiated it. Thiscan be done by, for example, using an authorization procedure. When dataor
information are exchanged electronically, it is important that the other party be identified or
identifiable—e.g., by using digital signature procedures. It may be convenient to use shared external
or independent facilities (e.g., trust centers) for this purpose.

» Authorization. Thisrequirement meansthat only certain persons, appointed in advance (so-cdled
authorized persons), may access certain data, information and systems (e.g., password protection)
and that only authorized persons can use therights defined for this system. Thisincludesreading,
creating, modifying and deleting dataor information or the administration of an I T system. Useful
methodsto achievethisare physical and logical security procedures. Organizationa arrangements
and technical systemsfor access protection are essential to segregateincompatible duties. Biometric
systems will become more common in future to supplement ID cards and passwords.

* Non-repudiation. Thisrequirement isdefined astheability of I T-aided proceduresto bring about
desired legal consequences with binding effect. It should be difficult for the person initiating the
transaction to deny itsvalidity on the groundsthat the transaction was unintended or unauthorized.
The use of public key systems can help prevent repudiation.t

The preceding security requirements also hel p serveto meet the need for the privacy of information. In
an e-business environment, securing privacy of i nformation hasbecomeanecessity. Unfortunately, there
isno generally accepted definition of privacy. At amost basiclevel, privacy of informationistied tothe
ownership of information (e.g., information about products and business strategies belong to the
enterprise, whereasindividual s have ownership of information that they provide about themselves). Even
though privacy and confidentiality are highly related, confidentiality does not automatically assurethat
privacy is not being abused or violated. If the use or sale of sensitive private information is not
appropriate for a specific e-business model, privacy problemswill still surface despite asecure T
sy stem.

Sincethereare no universally accepted definitions asto what constitutesthe ownership and privacy of
information, it isimportant todevel op and publishaprivacy policy asan essentia part of security policy.
Thisprivacy policy establishesthe agreement between the information provider and the information
recipient as to the use of the information exchanged. It may be expedient, therefore, to publish a
description of the privacy policy in management’s privacy statement on the website.

1 The primary advantage of public key cryptogrgphy isthat private keysnever need to betransmitted. A sender cannot repudiateamessageby claiming
the key was compromised during transmission by the other party. Users have sole responsibility for protecting their private keys.

10
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The European Union’s Directive 95/46 is relevant to privacy issues, but the principles of the EU
Directive have not yet been enacted in Europe. In April 2000, Canada passed the Personal Information
Protection and Electronic Documents Act, whichincorporates many Directive concepts. Under the safe
harbor principles of the European Union, enterprises should inform individuals as to why they are
collecting private information about them.

Consequently, it isimportant that management assessthe legal requirementsin countrieswheretheir
customers, suppliersor service providersarel ocated to determine the degree of privacy that the law
requires. Under the EU safe harbor principles, management isresponsiblefor ensuring that the privecy of
data used to accomplish a transaction is not compromised somewhere in the supply chain or order
fulfillment process.

4.1.2. Principlesfor appropriate accounting information processing

In an e-business environment, commercial activity generated by an enterprise’ swebsiteisautomatically
interfaced with its “back office” systems, such as the internal reporting system, the inventory
management system and the accounting system. An ebusiness activity becomes relevant to the
accounting system if the e-business activity— in particul ar e-busi ness transactions — affect assetsor
liabilities, result in expenses or income or lead to eventsrequiring disclosurein thefinancid statements
or other reports.

Thereliability of accounting information relating to the entire e-business processisincreased if the
accounting system satisfies both accounting information security principles and the principles for
appropriate accounting information processing.

The principlesfor appropriate accounting information processing are fulfilled where the e-business
system and theentire I T system safeguards comply with the following general criteriafor theinput,
processing, output and storage of information and data about e-business transactions:

* Completeness;

* Accuracy,

e Timeliness,

o Assessability;

* Order; and

» Inalterability (logging of alterations).

The completenesscriterion refersto the extent and scope of processed e-businesstransactions,i.e, the
recipient of transactions determinesthat all transactionsareinput completely into the e-businesssystem.
Each transaction should beindividually identifiable and recorded separately. The completeness of the
recorded entries should be demonstrably preserved throughout processing and for the duration of the
retention period.

In accordance with theaccuracy criterion, processed information should accurately reflect e-busness
transactions, i.e., recorded transactions should r efl ect the actual eventsand circumstancesin conformity
with the applicable financial reporting framework.

Under the timeliness criterion, e-businesstransactions should berecorded on atimely basis, i.e., assoon
as possible after the transaction has occurred. When some time el apses between the occurrence of a
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transaction and its recording, further appropriate action may become necessary to determine
completeness and accuracy of the entry recorded.

Under the criterion of assessability, each item and disclosure in the financial statements should be
verifiableinthat it can betraced back to individual entriesin the books and records and to the original
source documentsthat support that entry. Furthermore, the criterion of assessability impliesthat an
expert third party should be ableto gain aninsight into the transactions and p osition of the enterprise
within areasonable period of time.

In an accounting system, accounting entries should be organized in both chronol ogical order (ajournal
function) and by nature (eg., by type of asset, liability, revenue or expense — aledger function).
Transactions and their recording should be identifiable and be capable of conversion into human-
readable format in a reasonable period of time.

In accordance with the criterion of inalterability, no entry or record may be changed after the posting
date so that itsoriginal content can no longer beidentified, unlessthe changeto the original content can
beidentified by means of alog of such alterations. Therefore, alterations of entriesor recordsshould be
madein away that that both the original content and the fact that changes have been made are evident or
can be made evident. For program-generated or program-controlled entries (automated or recurring
vouchers), changesto the underlying data used to generate and control accounting entrieswould also be
recorded. Thisapplies, in particular, to thelogging of modifications of settingsrelevant to accounting or
the parameterization of software and the recording of changes to master data.

Before accepting a transaction for processing, it would be useful to verify the following:
» That all transaction details have been entered by the customer;

* Theauthenticity of the customer;

* Theavailability of the products or services to be supplied;

» Thereasonableness of theorder, for example, toidentify an unusually large quantity resulting from
an input error, or to identify erroneous duplicate orders;

* Thepricing structure applied, including delivery costs, where appropriate;
» The method of payment or credit worthiness of the customer; and

* Thenon-repudiability of thetransactionin that itsauthor cannot later deny having enteredintoiit.

In an e-business process, it is often not possible to provide evidence of transactions by way of
conventional vouchers— nor should it be. Despite thisfact, transactionsshould continueto besupported
by appropriate documentary evidence (i.e., the source document entry function).

4.2. The Criteria for a Functioning Accounting System

4.2.1. Sourcedocument entry function

According to the criterion of assessability, an expert third party should beableto gain aninsight into the
transactions and position of the enterprise within a reasonable period of time. Achievement of this
objective requires that each transaction be supported by appropriate documentary evidence. This
presupposes an audit trail from the original document to thefinancial statementsand vice-versa. This
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source document entry function provides evidence for an enterprise’ s management accounting and
financial reporting.

For automatically generated e-busi ness transactions, the source document entry function may asobe
satisfied by demonstrating that the accounting processitself linksthe specific transaction with itsentry.
Process evidence can usually be furnished by the following:

* Documentation of the program’sinternal entry generation rules,

» Evidence that these generation rules have been subject to an authorized modification procedure
(including access protection, application control, testing and rel ease procedures); and

» Evidence that entries have actually been made in accordance with these rules.

How the source document entry function isactually implemented depends on the structure of e-business
processes. When atransaction isrecorded, the entry of at |east the following information isimportant:

» A sufficient description of thetransaction (adescription of the transaction or akey representing such
adescription);

» Theamount entered or details of quantity and value which determine the amount entered;
» Thedate of the transaction (voucher date, accounting period); and
» Confirmation (authorization) by the person responsible for keeping books of account.

Thetimeat which atransaction is deemed to have been posted al so depends on adecision by theperson
obliged to keep the books of account in accordance with the enterprise’ s policies. Transactions are
generally deemed to have been posted when they have been authorized, recorded and stored completely
and accurately in an orderly fashion on atimely basisand in aform that can be processed. To achieve
this, the details of the transaction may be supplemented by:

» Account coding (both sides of the accounting entry);
e  Order criterion (e.g., voucher number); and
* Posting date.

Itisalso important that an entry’ sauthorization be defined and documented for e-busnesstransactions.
In addition to globally standardized remote datatransfer systems (S.W.I.F.T., EDI, and EDIFACT),
individual contractual arrangements between contracting parties may be used. Therulesfor generding
and checking entriesare generally set out clearly in the process documentation. Programsthat have been
released are ordinarily protected against unauthorized and undocumented modification. Evidence of
authorization is provided by the documentation of the automated authorization procedures applied.

4.2.2. Journal function

Thejournal function providesthat all transactions posted into the books are recorded completely andin
an understandable manner in chronological order assoon aspossible after they have occurred (usually in
ajournal). Whilethe purpose of the source document entry function isto demonstrate the exisenceof a
transaction and the authorization to processit, the objective of thejournal functionist o demongratethat
transactions have actually been processed and that processing took place in areasonable time.

Inajournal function, entriesare stored in an analyzable form (itemized) in the e-business applications
upstream of the accounting system and by transferring aggregate entries. In addition to process
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documentation, acontrol and reconciliation system may be used to demonstratethat the entriesstoredin
non-accounting applications are identical to those in the general ledger and subledgers.

Inajournal function, therecords stored are protected against modification or deletion. If vouchersare
entered into intermediate files so that corrections can be made after having checked them, the lists
generated from such files are classified as dataentry logs and not asjournal s because the transactions
have not yet been authorized.

A journal contains evidence of the transactionswith all of theinformation r equired to fulfill the voucher
function — if necessary by using references to further information stored el sewhere.

Journalsmay be saved for statutory retention periods by printing them out on paper or storing them on
machine-readable datacarriers. If ajournal is stored asaprintout, the compl eteness of the printed list can
be shown by, for example, having consecutive page numbers or totals brought forward. When journals
arestored on datacarriers, it isimportant that the underlying process allow the conversion of thejournals
into human-readable format throughout the retention period.

4.2.3. Ledger function

The ledger function provides that transactions recorded in chronological order inthejournal arealso
organized by type of asset, liability, revenue or expensein accounts. | n accounting systems, thejournal
and ledger functions are usually combined. Inintegrated software, these functions may be supported by
automatic account assignment processes.

Theledger function presentstransactions separately for the general ledger and subledgers, generally with
the following information:

* Name of account;

* Entry identifier;

» Credit and debit totals and balances;

* Entry date;

* Voucher date;

* The account representing the other side of the accounting entry;

* Voucher reference; and

» Entry description or code.

Furthermore, it may be useful if the following information is presented by the ledger function:
» Credit card approval number;
» Packet information to substantiate receipt, etc.; and

» Digital signature information to enforce the contract.

4.3. Documentation

A prerequisite for the transparency of the ebusiness and IT system is adequate procedural
documentation that contains a description of all of the system elements needed to understand the e-
business process. An expert third party isableto assessthe appropriateness of complex proceduresonly
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if he or she has accessto informative documentation to supplement i nput dataand processing resullts. It
isimportant that documentation created to understand an e-bus nessprocessbeadequatdly maintained so
that the appropriateness of the processing of the accounting information can be assessed.

Procedural documentation consists of user documentation and technical sy stem documentation. User
documentation containstheinformation needed for the proper useof all IT applications. Inadditiontoa
general description of thetasks covered by an I T application and an explanation of the rel ationships
between the different application modul es, user documentati on describesthe nature and meaning of the
input fields, the program’ sinternal processing procedures (especially automated processing procedures)
and the procedures for generating reports.

When standard softwareis used, the documentation supplied by the manufacturer issupplemented by a
description of any adjustmentsthat have been madeto the application and documentation of theuser’s
internal control sy stem (e.g., parameterization and the use of input fields or code sy stems).

Themain objective of technical system documentation isto ensure the secure and orderly operation of
thelT. Inaddition, thetechnical system documentation ensuresthat I T applications can be serviced by
the program devel oper. The nature and scope of technical documentation depends on the complexity of
an IT application. The methodology and formal structure of technical documentation is within the
discretion of the program devel oper. Given thelarge number of programming languages, documentation
that r efersonly to the program source codeis not adequate to ensure the transparency of e-busnessand
the accounting system. The documentation allows an expert third party to understand program
processing — especially the processing functions and procedures— within areasonable period of time
and without knowledge of the programming language.

For example, technical system documentation cont ains information about the following:

* The purpose of a software module in connection with other modules;

» Dataorganization and structures (structure of data records or tables in databases);

* Modifiable elements of tables that are used to generate entries,

* Programmed processing procedures, including the input and processing controlsin place;
* Programmed error routines,

« Keys;

» Interfacesto other systems and the specific data exchanged; and

» Edit routines and the actions initiated (e.g., halt processing, createan error message, €tc.).
Technical system documentation isgenerally supplemented by documentat ionof theproper application
of the system. Thisrelatesto:

» Back-up processes;

» Business continuity processes, including ISP processes;

» Processing verification (processing and reconciliation [ogs);

» Description of the procedures for releasing new and modified programs; and

» List of available programs with evidence of the program version.
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4.4. Retention Requirementsfor E-Business Transactions

Typical storage techniquesareoptical storage (microfilm), electronic storage (storing datain digital form
on magnetic data carriers) and digital optical storage (storing an optical image on electronic media).

Technical storage processes depend on how documents are stored. Coded documents (Cl = Coded
Information) can be distinguished from non-coded documents (NCI = Non-Coded Information). CI
documents can beanalyzed directly withtheaid of IT andinclude, for example, business correspondence
received electronically orfilesthat can be printed out. NCI documents comprise analogue information
carriers (e.g., paper) that cannot be analyzed in their original form using IT, but which have to be
digitalized prior to storage, for example, with scanners. Theresultisadigitd image (bitmap or other
digital image formats) that can be displayed on the monitor and printed out. Tomakeit possbletolocate
an image, it isgiven an index designation that is stored separately from the document.

Cl documents can be stored immediately and their contents analyzed by, for example, searching for
account numbers in an archive file containing stat ements of account. A typical example of thisfiling
method isthe COL D (Computer Output on Laser Disk) process. Anadditional printout of aCl document
doesnot increaseits evidentiary value, because the storage processitself satisfiesthe source document
entry function. Business correspondencereceived electronically (for exampleviaEDI, SW.I.F.T. or e-
business communications or transactions) should be stored intheformat inwhich it wasreceived asif it
were an original document.

NCI storage systems can be categorized into gross imaging and net imaging systems. Gross imaging
stores completeimages. Thisprocessis, therefore, suitable for incoming and outgoing documents. In net
imaging, r ecurring information on adocument (e.g., theletterhead) isfiltered out and isnot stored. This
processissuitable for storing standardized i ncoming or outgoing documents, provided that the netimage
can be combined with the filtered information when the document is reproduced.

Optical storage systemson non-rewriteabl e alternate storage medi a represent common storage processes
for datacarriers. When the digitalized documents are unalterabl e, the evidentiary force of thebooksand
recordsispreserved by way of coordinated technical (e.g., unalterable storage media) and organizational

(e.g., access protection and back-up procedures) measures and the proper implementation of document
management systems within the existing organization of the enterprise.

The related technical and organizational requirements include:
» Inalterability of adigitalized document;
» Back-up copies of files;

* Organizational arrangements for the digitalization procedure to monitor empleteness and
reproduction quality; and

* Indexing processes that allow the digital document to be matched to the transaction.

5. Conclusion

Management setsthe enterprise’ s e-business objectivesto help meet the overall businessobjectives. To
attain the enterprise’s ebusiness objectives and manage the risks and opportunities identified,
management bringsits|T strategy in linewith its e-business strategy and establishesan appropriate | T
control system. The T strategy also depends on the compl exityand diversficationof theenterprise se-
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business activities and organizational structure and would include an evaluation of IT risksresulting
from e-business activities that may affect the accounting system and the financial statements.

I'T risks may al so endanger the continuing existence of enterprises (the going concern problem) whose

businessactivitiesare highly dependent onI'T. Such risks should beidentified, analyzed and assessed by
the risk management system. °

The risk-driven approach to managing I T risksin an e-businessenvironment can be depicted asfollows:

Env

Risk Management Approach in an E-Business Environment

E-Business Accounting Principles and Criteria

Objective: Principles for Appropriate Accounting
Infor mation Processing
(Completeness, Accuracy, Timeliness, Order, Assessability, Indterability)
Prerequisite: Principlesfor Accounting Information Securi
(Integrity, Availabitlity, Confidentiality, Authenticity,
Authorization, Non-repudiation,) L&
> IT System &
3
= 9]
6 . o
= IT Business Processes O
Risk Management ) Q\&ip = Risk Management
Issues 6 T T e Objectives
—>|
IT Applications .
<&
S o
- t i &
EZ
IT Infrastructure
|

I'T business processes, applications and infrastructure can be regarded as an integral part of the IT
system. Consequently, I T business processes may directly affect the accounting system and, hence the
reliability of any information or datathat it produces. Thismeansit isimportant that information security
and processing requirements be considered when designing I T business processes. These considerations
naturally lead to an IT business process-driven perspective of IT risk management.
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Appendix 1: Glossary of Terms

Thisglossary provides common definitions of some of thetermsin thisdocument and in contactswith
clientsor e-business vendors. Some of the definitions have been simplified for conciseness and ease of
understanding.

Affiliate Programs cooperative arrangementsthat involve providing alink to
another web site in exchange for a commission on
purchases made by usersfollowing that link to the other
web site.

Application Service Provider (ASP)  an organization that provides software applications over
the Internet. A common example is an Internet Service
provider (ISP).

ADSL see Asymmetric Digital Subscriber Line.

ASP see Application Service Provider.

Asymmetric Digital adedicated connection to the Internet that is suitable for
Subscriber(ADSL) individual and small business use. It is quicker for

downloads than for uploads.

Auto-Responder a feature of some email programs that can be set to
provide an automatic responseto incoming messages. Itis
frequently used by businessto acknowledgetherecei pt of
acustomer’ smessages and to provide atimeframefor the
response. Itisalso used by individual employeestosenda
response to messages when they are out of the office.

Backbone a top-levd, high-speed connection to the Internet that
servesasamajor access point for | SPsand major users of
the Internet (e.g., large business).

Bandwidth the amount of information that can be carried through a
communication system in a set time.

Bookmarks/Favorites a list of web pages visited and to which one will likely
return that are created by Internet browsers such as
Netscape and Internet Explorer. These bookmarks are
direct links to the web page.

Cookie asmall text filethat is put on users hard driveswhen they

visit aweb page so that other web pages can remember
certain information about the user.
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Digital Signature

Domain Name

Domain Name Server (DNYS)

DNS

E-Business

E-Commerce

E-Marketplace

Encryption

Favorites
FAQ

Firewdl

Frequently Asked Questions(FAQ)

GIF

Graphical User Interface (GUI)

GraphicsInterchange Format (GIF)

Permission Marketing
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acodethat can be attached to atransmission (e.g., e-mail
message, order request, etc.) that authenticatesthesender.

aname designated to represent alocation on the I nternet
such as the address for aweb site.

aserver that associatesanumber (1P Address) with atext -
based domain name.

see Domain Name System.

including all activities carried on by a business via the
Internet.

the procurement and distribution of goods and services
over the Internet using digital technology.

an online marketplace where buyers and sellers can
exchange goods and services. Normally relates to
business-t o-busi ness transactions.

the encoding of a message or electronic transmission to
prevent unauthorized access.

see Bookmarks.
see Frequently Asked Questions.

hardware and software used to prevent unauthorized
access to a computer or network.

alist of answersto commonly asked questions, especially
on aweb site.

see Graphics Interchange Format.

agraphical tool that allowsusersto accessthefeaturesand
functionalities of a software application. On the web, it
refersto the parts of the web site the users actually see,
and would not include the back end software such asthe
database and programs that power the site.

one of the two common formats for graphics on the web
(the other being JPEG).

involves persuading customersto physically request that

marketing information be sent to them (sometimescalled
opt-in marketing).
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POP (Post Office Protocol or
Point Of Presence)

Portal

Search Directory

Search Engine

Secure Sockets Layer (SSL)

Service Level Agreement (SLA)

SLA

SPAM

Splash Page

S

Stickiness

T1 (aso T3)

2417
Traffic

URL
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Post Office Protocol refersto theway that e-mail software
gets mail from a mail server. Point of Presence usually
refersto thelocationswhere adial-up connectiontoamall
server isavailable.

aweb site used asaprimary starting point to get to other
web sites. It often refersto search directorieslike Y ahoo
and Search Engines like Google.

a human-compiled directory of information on the web
sorted under meaningful categories (e.g., Y ahoo, About,
open directory).

acomputer program that automatically seeksout websites,
creates an index of these sites and then allows you to
search theindex (e.g., Altavista, Alltheweb, Hotbot).

away to encrypt datathat istransmitted over the Internet
(commonly used in B2C e-business).

an agreement between an ASP and a user that describes
the level of service expected during the duration of the
contract.

see Service Level Agreement.

a term used to describe unsolicited and unwanted
messages sent to an email address or to an online

discussion group.

an initial web page that is used to capture the user’s
attention and is usually as alead-in to the home page.

see Secure Sockets Layer.

aterm used to describe the ability of aweb site to keep
userson thesite. Usually measured by the average length
of time visitors spend on aweb site.

high speed, high bandwidth, dedicated connectionsto the
internet. T1 offers 20 times the bandwidth of a 56K
modem. A T3 connection is made up of 28 T1 lines.
refersto servicesoffered 24 hoursaday, 7 daysaweek.

refers to the amount of visitorsthat aweb site receives.

see Uniform Resource Locator



Uniform Resource Locator (URL)

Vira Marketing

Web Site

World Wide Web (or WWW or
the Web)

www
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isanother way of describing aweb page address. When a
URL is entered into a web browser, it will be bring the
user to that site.

involvesusing the customer as a sales person to encourage
othersto use a product/service.

generally a set of web pages all located within the same
URL.

a series of html documents all connected using the
Internet.

see World Wide Web.

21



E-Business and the Accountant

Appendix 2: Bibliography

Auditing Practices Board [UK]. Draft Bulletin on the Electronic Publication of Auditors Reports.
London, 2001.

E-Business; Identifying Financial Statements Risks. London, 2001.

Australian Accounting Research Foundation. Audit Issues Relating to the Electronic Presentation of
Financial Reports AGS 1050. Melbourne, 2000.
Electronic Commerce and Its Impact on Audits AAA8. Melbourne, 2000.

Auditing Guidance Satement (AGS) 1050, Audit Issues Relating to the Electronic Presentation of
Financial Report. Melbourne, December 1999.

Auditing Guidance Statement (AGS) 1056, Electronic Commerce: Audit Risk Assessmentsand Control
Considerations. Melbourne, August 2000.

British Computer Society. E-Commerce (A World of Opportunity). London, 1999.

Canadian I nstitute of Chartered Accountants. I nformation Technology Control Guidelines, 3rd edition.
Toronto, 1998.

Frohlich, Dipl.-Kfm. Dr. Martin, und WP StB Dipl.-Kfm. Klaus Heese. Ordnungsméafiigkeit und
Scher heit der rechnungsl egungsbezogenen I nfor mati onssysteme im E- Business[ Appropriatenessand

Security of Accounting Information Systems in an EBusiness Environment]. Disseldorf: Die
Wirtschaftsprifung, 2001.

Greenstein, Marilyn and Todd Feinman. Electronic commerce: Security, Risk Management and Control.
London: Irwin McGraw Hill, 1999.

Institute of Chartered Accountants of England and Wales — Faculty of Information Technology.
Introducing Information Security. London, 1998.

A Practical Guide to Implementing Information Security, London, 1998.
Information Security Myths and Reality. London, 1999.

Establishing an E-Business. London, 2000.

Business on the Web. London, 1998.

Institut der Wirtschaftsprufer in Deutschland e.V. Entwurf IDW Stellungnahme zur Rechnungdegung:
Grundsétze ordnungsmaldiger Buchfihrung bel Einsatz von Informationstechnologie (IDW ERSFAIT

1) [Draft IDW Accounting Principle: Principles of Proper Accounting When Using Information
Technology (Draft IDW AcP FAIT 1)]. Dusseldorf, 2001.

Entwurf IDW Prufungsstandard: Abschlussprifung bel Einsatz von Informationstechnologie (IDW EPS
330) [ Draft IDW Auditing Sandard: The Audit of Financial Statementsin an Information Technol ogy
Environment (Draft IDW AuS 330)]. 2001.

22



iError! Estilo no definido.

International Auditing Practices Committee (of the International Federation of Accountants). Electronic
Commerce Using the Internet or Other Public Networ ks— Effect on the Audit of Financial Satements.
Exposure Draft. New Y ork, 2001.

23



